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The ratio of railway transportation is 35% of the entire public transportation (Trains, bus, taxi, airplane, ships)

The density of passenger and train operation is one of the highest in the world (2~3 times higher than other countries such as UK or France) 

* Source: National Transportation Statistics (2018), Private vehicle data not included

Comparison of Passenger Density and Train Density by Country
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1. Status of Railway SafetyManagement in Korea

5 billion users per year, meaning 50 million Korean citizens use railway over 100 times a year. 

Transportation Share Ratio by Transportation
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Train Operation System and Plan Train Maintenance SystemRailway Safety Management System

Railway Safety Management

Railway Safety Management System is an organic system of safety management to implement systematic and preventive railway safety
management activity

Railway Safety Management consists of Railway Safety Management System, Railway operation System and 
maintenance system

Railway Safety Administration

Internal Inspection

Documentation

Emergency Response

Risk Management

Education Training

Compliance with requirements

Safety Information

Accident Investigation and Report

Safety Culture

Train Operation System and Plan

Train Operation Plan

Railway Control

Railway Protection and Order Maintenance

Train Operation Record Management

Maintenance

Maintenance Methods and Procedures

Maintenance Record Management

Maintenance Facilities and Equipment

Maintenance components

1. Status of Railway SafetyManagement in KoreaThe Scope of Korean Railway Safety Management
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Increase of railroad safety investment budget

Increase in national investment over 10 years

- 1.3 trillion won(2015) → 3.2 trillion won(2020)
- Spend more than 90% on facilities and vehicles

Railway safety investment budget

19,701

13,669

12,112

9,023

7,0337,411

6,1406,083

(100milion)

Workers, system safety: 3% (330 billion won)

Vehicle safety investment: 14% (1.5 trillion won)

R&D PR activities: 3% (370 billion won)

Facility safety investment: 80% (5.9 trillion won)
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Condition evaluation of
aging railway

• Due to the limited budget, the aging of 
vehicles/facilities continues

• Need to develop technology to reduce 
railway system maintenance cost for 
safety

• Unmanned driving, station/cyber 
security, increased crime/terrorist 
threats, etc.

• Need for real-time detection/diagnosis, 
integrated safety information system

• Increase from 3,729km(2016) to 
5,364km(2026) 

• Decrease of train maintenance 
personnel 

• Need to detect/diagnose the 
precursors of damage such as heat 
waves, heavy rains, and earthquakes.

• Need to preemptive response based 
on the risk and damage prediction for 
preparing disaster

• Insufficient emergency response 
system to prevent spread in the event 
of an accident

2. Railway Safety Management IssuesVarious potential risk factors due to the changes of railway operating environment

Necessity of preemptive response to the potential risk factors that can cause the railway safety accident

Maintenance personnel

-38
persons

-190
persons -205

persons

2016 20172015

The National Railway Network Plan

10%

5.3%

2015  

2014  

14.7%

20%

Passenger trainFreight train

2021  

2026  

Railroad network increase,
Maintenance

budget/personnel decrease

Precursor of abnormal
climate change

Risk Factors
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(Unit: 1 trillion 
won)

Amount of extra 
budget if current 
investment maintains

Investment considering the aging 
rate

infrastructure maintenance investment prospects

’15             ’17             ’19             ’21            ’23 

50.5%
46.145.3

37.6

25.7

(Unit: %)

Current state of old trains & Prospect (Older than 20 
years)

Source : Current state of SOC maintenance
Investment & required financial resource

Source : 2019 Railroad safety implementation plan, MO
LIT

Train with No driver Cabin
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• After 2003 Daegu subway fire accident (192 deaths), Railway Safety Act was legislated
• Establishment of voluntary safety management system and conversion to preventive system by Railway Safety Act and 3rd Comprehensive Railway 

Safety Plan
• In 2018, Master Plan for Smart Railway Safety Management System was established

Lack of technologies required for on-site implementation 

Current status of the policy change in Korea

technical 
support

Establishment of Railway Safety
Management System

Development of Test Standards and
Technical Standards for Type Approval

of Railway Vehicles

Era of Railway 
Administration

Policy 
Trend

Comprehensive Railway Safety Plan (05-
10)

3rd Comprehensive Railway Safety Plan (16-
22)

Integrated Facility 
Operation

Implementation of Railway Safety Act
Establishment of Voluntary Safety

Management System

2nd Comprehensive Railway Safety Plan 
(11-15)

Establishment of Railway Safety
Management System

Establishment of Railway Safety Management

System (SMS) Approval System

• Establishment of railway certification system 

such as approval of railway vehicle type

• Securing Government Budgets for Railway 

Safety

• Comprehensive Railway Safety Technology 

Development Project (04-11)

• Master Plan for the Establishment of a Smart 

Railway Safety Management System (18-27)

• Evaluation of the safety management level of 

railway operators, etc

• Self-safety management 

such as training by the 

National Railroad 

Administration

Daegu subway fire accident (192 deaths)

2010 2015 202020042003

Technology Development Requirement 2. Railway Safety Management Issues

Technology Development Requirement for on-site implementation according to safety management law/policy
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Switch to the preventive system by data-based smart technology

Measurement technology 
automation
Digitization of risk factor data
Standardization/Data Analysis

AS-IS Signal Malfunction

(Stop signal→ Go signal)

TO-BE

Collision with 
stopped trains

Collect post-data, 

Conduct accident 

investigation

Signal 
Malfunction 

detected

Check for Malfunction(SW 
etc.)

→  Major risk factor diagnosis

Comprehensive information 
(Operation etc)

Verification

Notify each train driver,
Train Entry Control,

Communication failure 
parts replacement

communication failure 
parts

full investigation
(Policy decision)

SAFE!!

Railroad Site
Integrated Safety 

Management

1 6

Railway Risk
Factor Monitoring

Data processing/
Analysis, Risk factor

deduction

2

Risk assessment/
Decision making

for prediction

3

Proactive
response

4

Accident
Status

Integrated Safety
Management

1 5 6

Data utilization state-based 
risk diagnosis
Defect/damage real-time 
response

Perform rail risk and condition-
based analysis, assessment, 
and forecasting

Mitigation and resolution of 

risk factors Optimal decision-

making

Follow-up Response

Proactive Response

Real-time Monitoring

Periodic∙Intermittent 

Detection

The Concept of Data-Based Smart Railway Safety Management Technology and Prospect
3. The Prospect of Railway Safety

Management

• Manpower-oriented follow-up response reached the limit

Smart Technology Development for Preventive System of Railway Safety Management
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heavy rain

fire

terror

earthquake

train crash

Integrated railroad safety management

9

History pattern analysis
→ Diagnosis of major risk factors

Bogie frame behavior
simulation,

Defect cause analysis

Prediction of possible timing and type 
of derailment and operation failure 

due to a defect in the bogie 
suspension system

bogie suspension
Defect Compensation

Suspension replacement

Bogie fever history
data data

Risk/Condition Based
Railway safety analysis/prediction

Forecast basis
Decision

Railway safety data standardization and
Digitization, big data processing

Railroad site hazards and
health monitoring

Decision base
preemptive response

Big data construction

Risk and health data
risk and status diagnosis Accident prediction Decision making

(Safety Chain)

Preventive system using digital safety chain 3. The Prospect of Railway Safety
Management

Prediction of safety accident → Data standardization → Risk level and condition analysis → Accident prediction model → 
Determination of countermeasures

Digital safety chain unit

Precursor

Precursor

Precursor

Precursor

Precursor

Precursor

Accident

Accident

Consequence
of accident

Consequence
of accident

Consequence
of accident
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SWOT analysis result

- Accelerate technology development based on well-equipped railway safety management 
system policies

- Efficient railroad safety management with budget investment by utilizing railroad-based 
technology through prior projects

- Active response to railway operation risk factors such as aging and reduction of 
professional manpower by shortening the technology development period

- Preemptive response and resolution of new risk factors by securing intelligent railroad 
safety management technology

- Resolving data-based safety management difficulties for each operator through government-led 
development of safety management technology

- Field spread of R&D performance through operation of national integrated data center

- Preemptive response to railway operation risk factors through application of risk analysis-
based technology

- Resolving the shortage of professional manpower through automation technology 
development and education and training

Required Area for Technology Development 3. The Prospect of Railway Safety Management

"Required Area for Technology Development" derived from the contents related to the technology development at SWOT 
analysis results

Areas required for technology development

SO

ST

WO

WT

SO ST

ST

railroad safety
Prior risk factors

Analysis, prediction, and decision-making skills

of railroad safety management

Integrated

control tower function technology

Railroad safety information management and

Risk factor proactive response technology

WT

WT WO
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“Implementation of intelligent railroad safety that people can trust and feel safe”

Reinforcement of safety capabilities and creation of a smart ecosystem
through digitalization of railway safety management and preemptive response to risk factors

Achieved more than 3,000 digital safety chains
through processing, analysis, prediction, and

decision-making of railway safety risk factor data

Through reduction of 60% of railroad accidents

and 50% or more of operational obstacles

Improvement of railroad safety indicators

Improvement of safety management cost

efficiency by reducing railway system

maintenance cost by 20%

Goals of Developing data-Based Smart Railway Management Technology4. Goals of Developing Technology

Vision

Business 
Purpose

Focus Field

Innovation and efficiency improvement of smart railway safety management technology

IoT-based railway site
Safety big data construction and
smart preemptive response
technology

Focus 1

AI-based
railway operation

safety Analysis/prediction/
decision-making skills

Focus 2

Big data-based national integrated

railway safety management

system technology

Focus 3

Business Goals

Immediate response and
preemptive response

decision making

On-site safety data /
On-site response results

State-led railway safety
Precautionary
management

Prediction of on-site
risk / safety management

information
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IoT-based railway site safety big data 

construction and smart preemptive 

response technology

1 AI-based railway operation safety
Analysis/prediction/decision-making 

skills

2 
Big data-based national integrated 

railway safety management system 

technology

3 

focus
Field

2.1  Big data-based railway workers Human
error analysis and prediction technology

2.2  AI-based railway facility risk factors
Diagnosis and Prediction Technology

2.3  Smart Rail Vehicle Risk Factors
Diagnosis and Prediction Technology

2.4  Railroad operation safety digital twin
decision-making platform technology

3.2 Big data-based national integration
Railway safety analysis and prediction
technology

3.3  Big data-based railway safety
Supervision and monitoring technology

3.4  Big data-based public
Rail Safety Service Information
Collection/Generation Technology

3.1 Smart railway safety national integration
System build and test bed

operating technology

Details
assign
ment

1.1  Human error of railroad workers
Big data construction and
Smart preemptive response technology

1.3  Railway vehicle risk factors
Big data construction and
Smart preemptive response technology

1.2 Railway facility risk factors
Big data construction and
Smart preemptive response technology

Data-based Smart Railway Safety Management Key Technologies5. Smart Safety Management Technology
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Optimal
Field

response

Early 
warning 

of
Accident 

risk

accident

obstacle

dangerous event
premonition

risk factors

Train collision, derailment, fire, crossing, casualty, 
etc.

High-speed train delayed by more than 10 minutes,

Regular trains delayed by more than 20 minutes, etc.

Signal/instruction handling defect, speeding, vehicle 
separation,

Failure of component units (bogie, door, etc.)
Engineer cognitive error, worker fatigue,
Failure of parts (wheels, air hoses, etc.)

post safety
management 
indicators(Laggi

ng Indicator)

advance safety
management 
indicator(Leadin

g Indicator)

Historical data / Real-time operation data /

Operation environment data

Real-time measurement data

(IoT, drones, advanced measurement equipment))

Big Data Platform

IoT monitoring

Preemptive ResponseRisk factors data mining / machine learning

Bowtie Risk Factors Analysis

IoT-based railway site safety big data construction and smart preemptive response technology

The first core developing area 5. Smart Safety Management Technology

IoT-based railway sites safety big data establishment and smart proactive response 
technology

Core 1

(loT monitoring and Big Data Platform Technology) Railway safety data standardization and digitalization technology based 

on the scenario of risk factor occurrence using IoT and advanced measurement equipment

(Proactive response technology) Measurement technology to scientifically detect and recognize pre-risk factors of railroad 

operation sites

1-
1

1-
2

1-
3

Railroad workers human error big 
data
Construction and smart 
preemptive response technology

Railroad facility risk factors big data
Construction and smart preemptive 
response technology

Rail vehicle risk factors big data
Construction and smart 
preemptive
response technology

Preprocessing

Denoise, 화상 정체, 
F ea ture extrac ti on,  Norma liza tion

Dimensionality Reduction

Analyze risk factors/
decision making

Ease and 
remove risk 

factors

Abnormality 
diagnosis
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Establishment of big data on human error and monitoring system 

Setting technology for characteristic item on human factors

Big data establishment and diagnosis technology for railway 

accident/malfunction’s human risk factors

Establishment of human error big data for railway workers 
and smart preemptive response technology 

Data-based analysis/prediction/decision technology of human error

동작 모니터링 CCTV

Establishment of human error big data for railway 
workers and data collection technology for real-time 
risk factors

AR/VR based education/training and
preemptive response for railway
workers 

The first core developing area 5. Smart Safety Management Technology

Establishment of human error big data and smart proactive response technology1-1

Collection of human error characteristics data (physical condition, physical environment, external environment, 

infrastructure, procedures, training/evaluation, etc.)prevention of accidents and disorders due to human error based on 

diagnostic technology, and development of AR/VR-based education/training system for early response

First step of demonstration on big data system

Establishing technology on the first step of demonstration on integrated big data 
system for railway workers’ human error

Preventive technology for accident/disability

Multi-user virtual training system that enables joint training Immersion 
enhancement and interaction technology of virtual training system

Early response technology for human error on vehicle/facility maintenance

AR system for maintenance training of railway vehicle/facility

AR improvement technology for maintenance training and support of railway 

vehicle/facility

AR tools for maintenance support of railway vehicle/facility

Enhance NTS 
safety

Create scenarios

Record 
Management

Integrated NTS 
Safety Training

Result 
feedback

Integrated NTS 

Safety 
Evaluation

Improve NTS safety 
by VR training with 
high sense of reality

Simulate 
Normal/Abnormal/
Emergency situation

VR training for 

driver, controller, 

crews

Integrated NTS 
evaluation for driver, 
controller, crews

Individual/Group 
result sharing & 
feedback

Plan the next 
education/training based 
on the past  training 
evaluation record

S ense driver’s brainwa ve Trace driver’s ey e
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The first core developing area 5. Smart Safety Management Technology

Developing Big Data and Smart Preemptive Response Technology for risk factors in Railway Facilities1-2

Improvement of safety and capacity building on safety and condition risk factors for railway facilities (6 fields) by estabilishing

safety information big data, real-time anomaly/defect diagnosis technology, and developing preemptive response technology 

for accident risk factors

Human errors
monitoring technology

Real-time
diagnosis system

Big data platform

IoT-based smart monitoring technology based on risk and condition

Data collection technology for safety accident/operation disorder of facilities at railroad operation 
site
IoT-based smart monitoring technology based on railway facilities’ condition and risk 

Big data based real-time diagnostic system 

IoT-based ballast resistance measurement technology and equipment

Continuous Track Stiffness Measurement System

Bifurcation linear measurement and analysis technology

Long-term variation measurement system technology for railway bridges

Tunnel backside condition evaluation measurement system technology

Safety accident advance warning system technology for the transportation vulnerable (Smart Block)

Intelligent search automation system technology at railway station

Built-in standard failure mode automatic measurement system technology for each type of railroad signal facility

Mobile platform technology which supports the safety management business based on the diagnosis information at 
Failure mode
Emergency response system for pre-empting the spread of social and natural disasters

Integrated Big Data Platform of Railway Facilities

Developing the sign of a safety accident and condition-based scenarios, and data standardization

Big Data establishment technology based on the condition and risk 

Big data based real-time diagnostic system 

Big data based real-time diagnostic technology for any abnormalities/defects in railway facilities

IoT based 
detecting 
device

Maintenance work

Record 
Manage
ment DB

Dete
cted 
info 
DB

Car & 
parts 
DBv

Train 
facility
DB

Train 
space 
informa
tion DB

Disaster 
control 
module

IoT 
analyzed 
info DB

Decision 
making

AI applied

Wea
ther 
DB

Safety and disaster surveillance

• IoT & Big data based 
proactive disaster alert 
system

• Rescue equipment 
condition evaluation system

“Disaster Safety Alert”
1. Facility manager-

controller-train sharing 
system

2. Independent system 
for each position 
seems ideal

3. Linked to integerated 
control system 
(research team)

Integrated 
safety 
management 
system

Big data 
method

Record 
management 
system

Efficiency of maintenance

• Decision making 
support system

• Maintenance record 

information system 

Develop Digital model of railroad 
bridge for different types

Maintenance work
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Occupational information
collection technology

Preemptive
response to risk

Precision Diagnosis
Equipment

The first core developing area 5. Smart Safety Management Technology

Developing Big Data for risk factors in Railway Vehicles and Smart Preemptive Response Technology1-3

Development of sensing technology for measuring physical quantities on board and on the ground and integrated information 

analysis technology for real-time data communication and analysis to expand safety management items of core railroad 

vehicles
Vehicle/ground sensing system technology for core device

Key device sensor positioning and measurement cycle setting technology for railway vehicles
Electrical noise removal and feature extraction technology
Data calibration and big data DB construction technology

Precise diagnosis equipment technology for railway vehicles

Damage mechanism analysis technology for major equipment of railway vehicles
Simulation modeling and verification technology according to the damage mechanism
Precision diagnostic equipment design and manufacturing technology for each device
Performance verification and diagnostic evaluation technology for precision diagnostic equipment 

Real-time communication technology for large-capacity measurement data

Vehicle public network standardization and interface technology
High-capacity two-way communication technology for real-time monitoring of each major train device
Interface and data path technology with vehicle TCMS

Big data standardization/systematization and information collection technology 

Big data standardization technology for major railway vehicles
Data structure design technology for database systematization
Information production technology through data self-mining

Preemptive response technology for risk warning of railway vehicles

Risk assessment technology through FTA analysis according to major device failures
What if scenario simulation technology
Optimal preemptive response time and method prediction technology
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Data-based analysis/prediction Technology 
for human error of railway workers

AI-based diagnosis/prediction 
technology for railway facility’s risk factor 

Diagnosis/prediction technology 
for smart railway vehicle’s risk factor

AI-based railway safety analysis, prediction, and decision-making technology

The second core developing area 5. Smart Safety Management Technology

AI-based railway safety analysis/prediction/decision-making technologyCore 2

(Analysis/prediction technology for risk factors of railroad sites) Development of a digital model that considers the 
characteristics of vehicles, facilities, workers, and users of railroad operation sites, and diagnosis/prediction of risk factor status 
using it

(Safe Operation Digital-Twin Decision-Making Platform Technology for Railway) Digital twin platform technology that supports 
decision-making in real time for optimal response measures for railway operation safety (maintenance, improvement, response 
to unusual situations, etc.)

2-2 2-3

Digital twin decision-making platform 
technology for Railroad operation safety

2-4

2-1

Physical Model Digital Twin Decision-Making PlatformData Model Status diagnosis/predictive model for risk factor 

Railway human/facility/vehicle risk factor 
data analysis model

Railway human/facility/vehicle risk factor
generation physical model

Digital twin platform technology for risk 
prediction

Railway human/facility/vehicle physics-based
analytical risk factor \diagnosis/prediction 

technology

1-1 1-2 1-3 3-1
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Modeling human error mechanisms and data analysis technology 

Human error occurrence mechanism modeling for driver, human error 
characteristic data and safety essential job analysis technology

Human error occurrence mechanism modeling for control worker, 
human error characteristic data and safety essential job analysis 
technology

Human error occurrence mechanism modeling for crew and station staff, 
human error characteristic data and safety essential job analysis 
technology

Human error occurrence mechanism modeling for vehicle and facility 
maintenance work, human error characteristic data and safety essential 

job analysis technology

Data-based human error analysis, prediction, 
and decision-making technology for railway workers

Establishment of human error big data for railway workers 
and smart preemptive response technology

Big Data based Advanced ICT technology that predict the human error

Big Data Analysis System for Human Factor of Railroad 
Accident/Disability 

Human error probability evaluation model for railroad workers

Error prediction AI integrated platform technology based on 
characteristics DB of human error

Construction of a virtual physics system (CPS) that provides 
cautions/warnings and avoidance methods from the occurrence of human 
errors in railway workers

Real-time qualification/job suitability assessment for railroad workers, AI 
model diagnosis, and safety driving support technology for engineers

Demonstration of safety management data system for integrated human 
factor of test ships

Development of human error’s characteristic items
(individual/team/organization)

Characteristic DB  Management System

Railway accident 
case analysis

Characteristic
DB

Railway industry Big data 
and processing/analysis engine

Human Error Occurrence 
Mechanism Modeling

Derivation of risk factors 
of human errors

Technology
Development

System
Development

Virtual physics system
that provides precautions
/warnings and means of 

avoiding to the occurrence 
of human error 

by railroad workers

Key variables and risk factors
Real-time prediction logic

Job safety impact scale/
Safety essential duties

analysis technology

Worker Qualification/ Job suitability
assessment technology

Railroad Accidents and Disability
Human Factor Big Data

analysis system

Error prediction based on characteristic
DB artificial intelligence platform

Qualifications and job suitability
Real-time management system

Integrated influence and
correlation analysis

technology

The second core developing area 5. Smart Safety Management Technology

Data-based human error analysis, prediction, and decision-making technology2-1

Modeling human error mechanisms of railway workers and developing error analysis, prediction, decision-making artificial 

intelligence platform, and decision-making Cyber Physical System (CPS) technology for avoiding human error



19

Danger &
 defect analysis system

Decision making platform
technology

Risk rate prediction
system

S-RAM system

The second core developing area 5. Smart Safety Management Technology

AI-based risk factor analysis, prediction, and decision-making technology2-2

Implementation of prevention through risk-based prior risk factor analysis considering various rail facility characteristics and

behaviors, results based on risk-based predictive models, and economic and efficient decision-making technology using them

AI-based analysis system for railway facility risk and condition defect

AI-based risk analysis technology for each railroad facility
Condition-based analysis model for each railroad facility
Deterioration model for each railroad facility
RCM model for each railroad facility

AI-based S-RAM system for railway facility

RAM data management systemization technology for each railroad 
facility
LCC Statistical/Analysis Technology
RAM platform development for railway facility

AI-based safety risk prediction system for railway facility

Risk probability-based prediction model for each railroad facility using AI 
technology

AI-based decision-making platform technology for railway facility

AI-based safety measures decision-making model for each risk factor of 
railroad facility
AI-based safety measures decision-making platform for railroad facility

Collect structured 
data

U ns tructured
 report f ile

Collect big  am ount
Log  data

DD S M iddlewa re

Da ta 1

Da ta 2

Da ta 3

Da ta 4

Process
Column 

DB

Da ta for
Ana ylsis

S pread
data sa ved

Da ta tra ns form 
process

Da ta process 
a nd s ave  (2nd)

An alyze 
Unst ructur ed
data

For advanced
analysis

For pr edicted 
analysis

Unst ructur ed
 analysis

D ashboar d

Deci de a ccident response pla n

Real-tim e statu s 
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plan
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Learn Def ect  
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analysis
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Cr eat e an alys is 
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 acciden t analys is

Ana lysis  
result 

feedbac k

Pre
Processing
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the code
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result
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result
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S ystem ma nag em ent

Risk  ma nag em ent

F T/ET  ma na gement

Cal culate  a ccident 
frequenc y

Cal culate  the fa cili ty
im portanc e

M ark frequency  of the 
a ccident

-U ser da ta
-Rai lway sy stem data

-M aintena nce info
-M alfunction rate  info

-Ac cident &  
ma lfunc tion info
-M alfunction tree

DD S M iddlewa re

PBS I nfo

M aintena nce info

Ac cident i nfo

Da ta c ollection LCC
Predic t 
degrada tion RCM

A
n

a
ly

si
s

D
 D

 S M ain tenace or  
impr ovement

Give grade
M ain tenance

Perio d/met hod 
D ecide per iod

D
eg

ra
da

tio
n 

m
od

el
R

C
M

T rack Civil 
engineer ing

Electricity etc

Train facility 
specialized model

Fatality analysis  Prio rity

Signal Electricity Track etc



20

The second core developing area 5. Smart Safety Management Technology

Smart Rail Risk Factor Diagnosis/Prediction Technology2-3

• Condition diagnosis technology based on dynamic behavior traits of the railway vehicle’s core device, risk precursor evaluation 

using the Bowtie model, and developing a tool for decision-making

Physical modeling
technology

Risk modeling
technology

Data modeling
technology

Diagnosis/prediction technology of risk factor based on major vehicle devices

Physical analysis model of core parts for each major device of railway vehicle
Simulation and result DB by failure mode for each major device
Test bed construction and condition evaluation and modeling technology in finished 
vehicles

Diagnosis/prediction technology of risk factor based on data learning 

Data-based condition evaluation modeling technology for each major device of railway 
vehicle
Test device configuration for key performance evaluation by core devices / various 
parameter test results DB
Building a learning DB for each failure mode and AI analysis modeling technology
Test bed construction and condition evaluation technology for each key device in 
automobiles

Risk prognostic assessment and decision-making technology using Bowtie model

Preliminary Hazard Analysis (PHA) Model for Major Vehicle Equipment
Hazard Prediction Assessment Algorithm for Major Vehicle Equipment Using Bowtie 
Model
Optimal decision-making model based on Whif if scenario

Train part precursor 
(Door, HVAC etc)

Propellant  device
precursors

Auxil iary power
Device precursors

Brake device 
precursors

Driving device
precursors
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 e

rr
or

Ex
te

ns
io

n 
p

ow
er

 s
up

pl
y

Em
er

g
en

cy
b

ra
ke

W
h

ee
ls

e
t

p
ro

b
le

m

In
ve

rt
er

p
ro

b
le

m
S/

W
 Is

su
e

Se
rv

ic
e 

br
ak

e
W

h
ee

l 
p

ro
b

le
m

In
ve

rt
er

 
p

ro
b

le
m

Sa
fe

ty
 

cl
e

ar
an

ce

G
e

ar
 p

ro
bl

em
Risk Level

A
cc

id
e

n
t

p
ro

b
le

m
 



21

The second core developing area 5. Smart Safety Management Technology

Safe Operation Digital-Twin Decision-Making Platform Technology for Railway2-4

Bow-Tie modeling technology for the potential risk factors of the integrated railway system interface and developing an 

automated optimal decision support platform-based crisis management system

Integrated risk rate
modeling

Digital twin decision making
technology

Integrated simulation
technology

Risk modeling technology for integrated analysis on rail system

Hazard discovery technology for human, infrastructure, and vehicle interface elements
FTA analysis technology for human, infrastructure, and vehicle interface elements
Bow-Tie model and simulation platform technology for each risk source

Integrated simulation technology for risk prediction

Human, infrastructure and vehicle interface risk factor modeling technology
Integrated simulation platform technology

Digital twin decision-making platform technology for integrated operation safety

Open data hub and high-reliability/real-time IoT network technology for railway 
safety information management at railway sites
Development of AI-based train operation safety evaluation and optimal decision 
support system
Development of on-site response technology for each type of risk warning and cyber 
security operation technology of railway system for safety control

Human
factor

Infrastructur
e

factor

Train
factor

Errors of
workers

Errors of
drivers

Track
error

Rail
error

Unstable
bogle

Unstable
Train body

Order of
examination

Unstable
repair

Sudden
acceleration

Quick
braking

Cant

Slip Surface
roughness

One -sided
wear

Brake
release

Unstable
Train body

Broken
suspension

Quick
braking

Train
irregularity

Irregular
vibration

Irregular
noise

Drive
stability

Derailme
nt

Integrated Decision Making Platform of Railway 
system
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Safety supervision and monitoring

Risk Information

Public input data and information service

The third core developing area 5. Smart Safety Management Technology

Big Data-based National Integrated Railway Safety Management SystemCore 3

(Nationally integrated railway safety diagnosis/prediction technology) Integrated safety management technology for the 
diagnosis, prediction, and decision-making of railway safety for all operating institutions at the national level, and test bed 
operating technology for verification

data-based public railway safety service
Information collection and generation technology3-4

data foundation Railroad
Safety Supervision and Monitoring

Smart Rail Safety Test Bed
National Railroad Safety Service

Create information collection
National integrated railroad safety

Decision support technology

National railway safety accident analysis 
and prediction technology using social 
networks
Railway safety culture analysis model

SMS maturity diagnosis and evaluation model
Railroad Safety Supervision Data Mining 
Technology
Variable SMS inspection and management

National Integrated Railroad Safety Data 
System
Railway integrated safety management 
system test bed establishment and 
demonstration project

National Integrated Railroad Safety Chain 
Model
Big data-based national railway safety 
prediction, evaluation, management, and 
decision-making technology

2-4

To improve the effectiveness of the railroad safety management system
Data-based railway safety supervision and monitoring technology

3-3

(Data-based railway safety monitoring/supervising technology) Data-based railway safety system evaluation, supervision and monitoring 
technology

Big data-based national integrated railway safety management system technology

Smart railway safety management national integrated data 
system construction and test bed operation technology

Big data based on premonitions of accidents Development of 
national integrated railway safety prediction, evaluation, and 
decision-making support technology

3-23-1
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The third core developing area 5. Smart Safety Management Technology

Big data based national integrated railway safety analysis, prediction, decision support technology3-2

• Railway safety decision-making for stakeholders based on safety information of all railways and the development of national 

integrated railway safety predicting, evaluation, and decision support technology to support PDCA

Standard model of safety chain for national integrated railroads

Standard model of safety chain for risk occurrence, damage spread, and prevention 
measures for national integrated railroads centered on accident precursors for 
accident prevention

Big data-based national integrated railway safety data standardization technology

Big data-based national integrated railway safety data verification technology

Big data-based SW development technology for railway safety

Big data-based prediction, evaluation, management SW development technology 
for national railway safety

Risk assessment technology based on big data-based accident warning

Big data-based integration and analysis technology for national integrated railway safety 
data

Big data-based prediction and evaluation technology for national integrated safety state

Safety policy decision-making support technology at national level 

Multi-dimensional risk information generation and risk status judgment technology at 
the national level

Big data-based decision-making support technology for national safety measures 
considering the interconnectivity and risk information of the national integrated 
railway network

National railway safety prediction, evaluation, and decision-making support system

National integrated smart railway safety management data system

Risk model based on precursors
of integrated safety management

(Utilize railroad safety
chain model)

Risk evaluation model based on
Big data ->  National integrated safety

Prediction / evaluation
(Utilize FTA.ETA, DB Mining etc)

National railroad network
connect/risk info -> Integrated

railway safety plan decision
making

Standardization of railway safety
prediction/evaluation technology –

Support operation organization

Create multi-dimension
(Risk factor, subject etc) risk info,

Judge the risk condition
(Diagnose -> Utilize machine learning

like deep learning and so on)

Establish national railroad policy

- Manage railroad safety In
dex

- Establish railroad safety 
plan

- Decide railroad network 
safety investment

Integrated safety
management system

Nations

Operation data:
Collect ensor & train 
operation data

Infrastructure(Train,electri
city,signal, PSD etc):
Collect infrastructure
related data

Train base (maintenance 
site, office):
Collect Maintenance data

Risk level analysis and
monitoring :
Bow-tie, pre analysis of 
hazard (FTA), After hazard 
analysis, Risk Matrix

Establish safety plan of
National railway:
Nation-wide risk level 
analysis and modify risk 
grade (Solve fundamental 
problem of accident)

Make policies:
Manage and direct 
operating company, 
monitor policy application 
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The third core developing area 5. Smart Safety Management Technology

Data-based railway safety supervising/monitoring technology3-3

Developing a national safety management system for information evaluating/supervising/managing technology that enables self-

inspection by operators and facility managers to improve the effectiveness of the railway safety management system and support 

autonomous safety improvement
Diagnosis/evaluation technology of the maturity of system

Railway safety management system and supervisory maturity analysis technology

Development of a maturity diagnosis and evaluation model for national railroad safety 
management system

Establishment of information system that manage/supervise the railway safety system 

Establishment of unstructured big data for supervision/management of railroad safety 
management system, Development of risk/safety information linkage technology

Development of text mining technology for safety-related data collected during the supervision 
and management of railway safety inspectors

Development of big data-based knowledge technology from various unstructured data and 
risk/safety information collected during safety supervision and management

Development of technology for deriving items for inspection and management of variable safety 
management systems

Development of evidence-based railroad safety management system and tracking system 
technology for corrective actions after accidents

Development of field support system for smart railroad safety management system 
supervision/management using mobile devices 

Development of situation mock management/supervision technology to strengthen the 
management/supervision capabilities of the railroad safety management system

Railroad safety system management/supervision/information syst
em in accordance with railway safety management system maturit

y evaluation model

National maturity analysis technology of railroad safety manage
ment

system which allows operators & Facility managers to self-exam
ine

Collect data of Railroad
safety supervisor

Analyze/complement data 
availability of railroad 

safety supervisor

analyze 
economic feasibility for 

each scenario

Deduce examination/
management category of 

railway safety
management system

National integrated smart  railway 
safety management data system 

(Big data center, test  bed)
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Technology development promotion strategy and plans for spreading 6. Technology Development Promotion Strategy 

Promotion Plan for Demonstration

1 Step Proof 2 Step Proof 3 Step Proof

철도안전 데이터 댐 구축

test ship

Safety/state-
based big data 

platform 
demonstration

test ship

Railway safety 
management 
digital twin 
platform

System sophistication

Former operating 
organization

Target Expansion

Final
Year7

Stage 2
Year6

Stage 1

Year 3
Start

railroad country
Establishment 

and 
demonstration of 
integrated smart 

safety 
management test 

bed
test ship

diffusion

Construction of railway safety data dam

(EX) The establishment of railway facility risk factor
big data & smart early response

(EX) Railroad operation safety digital twin decision
making platform technology

(EX) Established national integrated data system of smart railroad
safety management & Testbed operation technology
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Technology development promotion strategy and plans for spreading 6. Technology Development Promotion Strategy 

Verification of the development technology by the comprehensive test about railway vehicles, 
Verifying the technology within the business 

period
facilities, and workers’ result of safety management using Osong Railway Comprehensive Test Track

After the project is over, we’d like to promote a plan to spread it to actual operating
institutions

Plan for spreading after the 
project

nationwide after applying it to domestic business lines through a separate pilot project in the three-year gestation period.

• The national integrated railway safety management system technology will be managed by the government in line with the insititution

- Mosaic display control -> replace 
with electric display control

- Control section division for safety
- Improve and develop H/W & S/W for 

new shape of lead-in wire

Signal link compatibility of Osong base

Test track plan for 3 stations Construct KRTCS signal system Infra Signal method TEST– BED secion test plan

Jeondong station link compatibility

Comprehensive railway test track

Digital twin planform for 
operation safety

Seochang station

Main control center

Train substation

Substation TEST-BED1
Osong base

Bridge TEST-BED

End point of working design

- 3 sites for the new Electronic link device
- Various performance testing for each type and 

quali ty is available inbetween stat ions
- Comprehensive control of 3 stat ions from the 

main control center

- Acquire installation space for inside equipment
- Optical cable for  ATS installat ion

- ATS on ground and ATP on board signal method
- Automatic blocking for both way disconnection
- KRTCS signal system infrastructure 

- Crosswalk device performance test
- ATC insulated track circuit tes t

- HW/SW new installation and improvement for 
Jeondong station electronic link device

- Acquire Jeongdong station engine waiting track
 -> independent control available and minimize

interference

Jeongdong station

(current)12km989.98

National integrated
smart railway safety system

Operating company A

Operating company B
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Preemptive response technology based on risk prediction 
analysis

Constant remote data collection by introducing IoT-

based data acquisition technology

Can collect and analyze big data based on safety data 

in all fields such as railway vehicles, facilities, and 

signals

Development to the risk factor analysis technology 

based on event precursor bow-tie using  failure tree 

and event tree

Promoting the development of AI and digital twin 

technologies in the domestic railway sector

Paradigm shift from follow-up maintenance to preventive 

maintenance and timely/proper preventive measures 

technical stage

Large contribution to developing the insufficient precise 

safety diagnosis technology, decision-making technology, 

and safety culture in Korea

Can develop systematic and accurate performance 

prediction technology through continuous and long-term 

performance data collection of railway systems

Can develop response technology based on accurate 

performance prediction

Expected results and ripple effect 7. Expected Results

IoT - based railway risk factor detection technology and
big data construction technology

Development of railway risk factor analysis technology 
based on AI and digital twin

Development of performance prediction technology
of railway system

Scientifica
l results 
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Expected results and ripple effect 7. Expected Results

Reduce railway safety management costs

Reducing social cost due to accident/disorder

Building a low-cost safe society

Creation of new business by creating a new railroad 

smart safety industry ecosystem

Promotion of development of high skilled manpower in 

response to the 4th industry in the railroad sector in 

Korea

Efficient distribution of national budgets for railway projects

Reduced budget can be invested in fields such as the 

development of advanced railway technology

Can reduce social costs such as human damage to the 

people

Securing safety technology to respond to disasters such as 

earthquakes, and extreme weather such as heavy 

rain/snow

Reduce the costs from railway accident / disorder 

damage

Create high value-added jobs and train manpower
Reduce the damage of people by the integrated

safety management 

Social/
Economical 

results



Thank You

IRSC 2022
INTERNATIONAL RAILWAY SAFETY COUNCIL
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