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Preambule: ERMTS Cambrian line: Machynlleth signalling control centre [RAIB 17/2019]

Pwilheli

Llanaber Yr Amwythig /

Abermaw / Shrewsbury

Barmouth

Y Trallwng /
Welshpool

Aberdyfi

xnachynlleth
Y Drenewydd

Dovey Junction I Newtown
Aberystwyth

Signaling system stopped Drivers did not see the

transmitting temporary speed TSR in their display so they

restriction data after it had crossed TSR areas at

experienced a shutdown and speeds they shouldn't. No-

restart at around 23:10 hrs the one was hurtand no

previous evening. damage was done to
equipment.

https://www.gov.uk/raib-reports/report-17-2019-loss-of-safety-critical-signalling-data-on-the-cambrian-coast-line
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Complex digital system confounded safety assessment [RAIB 17/2019]

Drivers display (DMI)

On train adio H
) <= | equipment |’)) e (@A» transcever Internally triggered
Movement authority
software rollover (reset)

\ sent to train

0 I.—‘M <: . RBCE uses data, o o
pecarenctons s | | due to conflincting
. . .. generate _rr!ovement . .
GEST in failure mode (latent condition) ‘ Juthoritieq or /" movement authorities
trains
3:-';:_;2':;355:{%?8 GEST SerEXr!d\s RBC reports stored ( 1 O- 1 2 pe r ye a r ! )

Isplayed to status of RBC Ogta restriction data to .

signallers to Terminal GEST server RBC TS R IN Memo ry : | ost.

~_ GEST terminal

/E

Temporary speed Signallers input is
restriction data is sent to GEST Server
input by signallers for processing

TSR was not communicated to:
a) RBC/TMI/Driver
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RAIB recommendations

IMs {..} aided by the wider rail industry, Drivers {..} reporting inconsistencies
should improve its safety assurance information provided to them; the need
process for high integrity software-based for ISA to understand the scope of
systems and improve safety learning checks undertaken by other bodies and
from failures of such systems, and to apply extra vigilance if documents
develop a process to capture data form part of a non-standard process; the
needed to understand these failures. importance of clients undertaking their

client role when procuring high
integrity software; and achieving the
specified level of safety when
implementing temporary speed

{..} should review its safety assurance
processes in the light of the learning
from this investigation, and should
provide a technical solution for the
Cambrian lines that avoids the need for
signallers to verify automatically “Better safety assurance

uploaded speed restrictions. needed”
https://www.gov.uk/raib-reports/report-17-2019-loss-of-safety-critical-signalling-data-on-the-cambrian-coast-line
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CHAPTER 2
Digitalisation of Rolling stock
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And software Solutions are promoted by industry in a broad sense

& C @ O htps//raitechnicalstrategy.co.uk/data-driven AMw Gl @ °

« Data becomes the proverbial oil that Rl Technical Srategy =
greases the wheels of progress —

* |tis a keystone technology in the UK's
Rail Technical Strategy

* |tintroduces cybersecurity liabilities
that are attracting attention Data driven

Data, recognised as a highly valuable asset, will have fit for purpose
governance, access arrangements, systems and technical skills. These
building blocks underpin the progression of all the other functional
priorities which each have their own specific data requirements and
opportunities.

Great British

Railways

TRANSITION TEAM
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Rolling stock at the pinnacle of digitalization

Online menitoring data ¢ )
Onboard systems pmmm—— . Data center
1

Optional 1
I equipment -
Recording Train T‘f l" Online monitoring [
of train information " Data analysis s L
operation 0:;32:(] Database for train |
. management system _/

“Computer on Wheels?”

| | (wireless) el - .
| & l,-’ - — ]:_-]- | % 1 é
| A= l,'_ m‘\"

U P Vi
- il aVa

https://www.hitachi.com/rev/archive/2018/r2018 07/07a03/index.html
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Security zones

OMTS zone

OMTS
end devices

TCMS
end devices Wireless via MC

(non-safety related) 'r
|
I
|
I

TCMS safety zone

TCMS
end devices
(safety related)

Wireless via MC

OMTS ground zone

Ground
centre
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Ground
network

Open system

On-board
operational
network

Open system
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-
Safety Standards built on systems engineering with V&V cycle

-
Software Development Phase ’
Software Maintenance Phase

System Requirements Specification
System Safety Reqs Specification
Software Verification Plan

System Architecture Description

System Safety Plan

Software Requirements Phase

Software Maintenance Records
Software Change Records

Software Assessment Phase

Software Assessment Plan
Software Assessment Report

Software Requirements Specification Software Validation Phase

e @ Overall Software Test Specification

h2

HUMAN
FACTORS

Overall Software Test Report
Software Validation Report

Software Requirements Verification Report

Software Planning Phase ‘
Software Architecture and Design Phase

Software Quality Assurance Plan
SW Config. Management Plan
Software Verification Plan
Software Validation Plan
Software Maintenance Plan

Software Architecture Specification
Software Design Specification
Software Interface Specification
Software Integration Test Specification
SW/HW integration Test Specification

REQUIREMENTS SOFTWARE

MANAGEMENT Software Integration Phase

Software Integration Test Report
Software/Hardware Integration Test Report
Software integration Verification Report

Vi

SYSTEMS ENGINEERING

Software Architecture and Design
Verification Report

PROJECT
LEADERSHIP

VERIFICATION

& VALIDATION HARDWARE

INTEGRATION

| W

-

i@

Software Component Design Phase

Software Component Testing Phase

Software Component Design Specification
Software Component Test Specification

Software Component Test Report

Software Source Code Verification Report

Software Component Design Validation Report '

Software Component Implementation Phase

https://www.incose.org/systems-engineering

Software Source Code & Supporting Documentation

Based on EN50128
https://journals.sagepub.com/doi/full/10.1177/09544097221102292
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But software engineering is quite a different animal

SCRUM DEVELUEMENT PROCESS

i L . https://www.digite.com/agile/scrum-methodology/

PRODUCT BACKLOG ) SPRINT BACKLOG . II PRODUCT INCREMENT

i ] 5 - 3 . aes
v 0O saa [&1 4
SC RU M RU LES Product owner Scrum master Team members Users Stakeholders
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So we want to bring the validation forward in steps: the STAIRCASE

GOVERNMENT/

FUNDER _l
Pre-contract.

OUTLl N E Safety Ca se Build from legacy assurance (product safety case)

Can be formalised as part of bidding process

RAIL SYSTEM
MANUFACTURER l
Early post contract.
P R E LI M I NARY Safet Case Build from more detailed project requirements.
y Optioneering/risk assessment where requirements not clear
Needs to be assured through early project stage gate check
SUB-SYSTEM
SUPPLIE R( S) v * Asset Authorisation.
Confirmation that technical
VALIDATED Safety Case requirements met
Formal and legislative sign off
(but de-risked).
MAINTAINER/
O P E RATO R ¢ Putting asset into operational
use.
Validated safety case and Source of fixed 0& M Safety Case Residual r:isks controlled through
Operation and Maintenance requirements Operator’s Safety Management
(0&M) safety case Iterated System
through Engineering and Check against
Operational Change downstream

requirements

Decommission
Separate safety case needed for this task

https://journals.sagepub.com/doi/full/10.1177/09544097221102292
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When fundamental changes are needed

IMPACT OF DESIGN CHANGES

High level of flexibility to Design and concept well defined: If add\t_ion .of new safety

integrate optimal safety integration of safety measures measures is still posmble at Iatg

becomes increasingly expensive stage in project, likely to result in
and restricted substantial extra cost and delays

measures into the design

DEFINITION PHASE DESIGN PHASE  IMPLEMENTATION PHASE
TIME / PROJECT MATURITY
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Outline safety case: pre contract

We propose that the first significant evaluation of the
(outline) safety case should be a part of the tender
process, and a basis on of which the contract is selected

This puts some (more) onus on train manufacturers on
formulating core safety arguments and a commercial
incentive to enhance safety and security by design.

It also offers opportunities to gather initial ideas and
architectures to address the rapidly evolving digital
assurance risks and (dynamic) software updates and, as a
bonus, thoughts about how to deal with emerging design
assurance issues.
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S
Preliminary safety case: early post-contract

With the core safety arguments of the outline safety case - .
as a starting point, the safety case can develop as a
preliminary safety case to provide transparency.

This offers opportunities for early engagement with the
future user/ operator on operational risks and controls
for the cyber safety, cybersecurity and sensitivities for
the local operation conditions. Clear safety requirements
can then be cascaded into the tier 1 and tier 2 supply
chain.

The preliminary safety case offers ongoing clarity on
progress in compliance, project delivery and the

assurance process. It also offers clarity in things that
might have been missed and how they were solved.
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Validated safety case: asset authorisation

The validated safety case remains a well defined process
associated with the key regulatory stage gate; but it
follows from earlier stages in a relatively straightforward
manner.

It should be about gathering the necessary information
to evidence the safety argument and provide assurance
that is already in place since the preliminary safety case

The STAIRCASE makes authorization a more mechanical
process, bringing greater assurance, ensuring that there
is a clear audit trail for the safety argument and a solid
basis for risk transfer into the operation and
maintenance phases.

INTERNATIONAL RAILWAY SAFETY COUNCIL

[ University of
Z“\KRSO IRSC 2022 HUDDERSFIELD

Inspiring global professionals



O&M safety case: operating in a dynamic environment

With a robust validated safety case there is room for an
O&M safety case which is envisaged as a space where
the asset owner, the operator and the maintenance

supplier deal with the dynamic (cyber) safety/security
world.

It offers a platform where residual risks are transferred
into an operators/infrastructure manager’s SMS that
provides space for attention to (weak) signals of software
failures and breaches.
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Returning to RAIB recommendations

IM/Man {..} aided by the wider rail
industry, should improve its safety
assurance process for high integrity
software-based systems and improve
safety learning from failures of such
systems, and develop a process to
capture data needed to understand
these failures.

{..} should review its safety assurance
processes in the light of the learning
from this investigation, and should
provide a technical solution for the
Cambrian lines that avoids the need for
signallers to verify automatically

Drivers {..} reporting inconsistencies
information provided to them; the need
for ISA to understand the scope of
checks undertaken by other bodies and
to apply extra vigilance if documents
form part of a non-standard process; the
importance of clients undertaking their
client role when procuring high
integrity software; and achieving the
specified level of safety when
implementing temporary speed
restrictions in ERTMS.

University of
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Conclusions for the STAIRCASE

* |t changes the safety culture by talking about core safety
arguments throughout the asset lifecycle

* Interactions with stakeholders are improved

e Gives room to discussing digital risks early stage

* Puts owners and operators in a better position to
understand and control dynamic risks

e ALSO: it builds on current practice (doesn’t replace it)

* |t addresses concerns that RAIB expressed and

When done well shouldn’t take excessive amounts of
time

* The staircase codifies what you could consider ‘better
practice’
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Call to Action.

We propose research to develop the STAIRCASE
addressing:

« Collate cyber threats landscape for rolling
stock and its sprawling networks

« Assess vulnerabilities for cyber safety and
cyber security to inform software
architectures

 Investigate cyber safety/security barriers and
mechanisms

« Rules to set performance levels for

integrated (cyber)safety and cyber security
systems and

/\[ SO IRSC 2022
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Further reading

M) Cheek for updates
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ECHANICAL RAPID TRANSIT
Case Study ENGINEERS D TRANSH
Proc IMechE Part F:
. . . . J Rail and Rapid Transit
Redefining rail systems verification and 2022, Vol 00) 1-3

© IMechE 2022

validation: The safety/security STAIRCASE
Article reuse guidelines:
model sasepub.cumj'jfwrnals-permissinns
DOk 10.1177/09544097221 102292
journals_sagepub.com/hame/pif

®SAGE
George Bearfield' ©, Coen Van Gulijk*© and Richard James Thomas®

Abstract

Safety critical functions of the engineered railway need to perform at levels of integrity that are so high that an acceptable
failure rate cannot be demonstrated through testing alone. Where such functions need to be implemented in complex
programmable electronic systems certain design, build and test requirements are defined in technical standards and these are
deemed to ensure that the correct level of systematic integrity is achieved. These approaches are based on assumptions
around how system requirements are managed and delivered which are increasingly challenging to meet in practice. In
particular the V&V lifecycle used in functional safety standards and emerging cyber security design standards is idealised. It
assumes a top-down cascade of requirements for each delivery project. The approaches have become the de-facto standard
internationally and are now mandated to an extent in European railway safety regulations. This paper proposes a different
approach: a new lifecycle model that aligns better with the reality of the modern global supply chain and the order in which
asset design and project delivery activities are actually undertaken to improve the ability to proactively manage safety.This
leads to a fundamental change in the assurance philosophy to bring a simpler and more understandable approach. A
framework for applying this approach is set out along with further research objectives to deliver the solution in practice.

Keywords
Railways, railway technology, RAMS, risk analysis, safety/safety engineering, safety-critical software, security, cyber security,
safety assurance

pre e 3 Deesmter il 3 hittps://journals.sagepub.com/doi/full/10.1177/09544097221102292
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