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MAKING BEST USE OF DATA AND INTELLIGENCE IN DETERMINING REGULATORY
ACTIVITIES ON GREAT BRITAIN’S RAILWAYS
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e
Rail Safety Directorate (RSD) - what do we do?

We regulate health and safety for the entire mainline rail network in Britain, as well as London
Underground, light rail, trams and the heritage sector:

« provide health and safety guidance and conducting research to promote continuous
improvement

« publish reports on the rail industry's health and safety performance

e carry outinspections to ensure that the train and freight operating companies and
Network Rail manage both passenger and occupational health and safety risks
appropriately

« investigate breaches of health and safety regulation on the railways

« take informal and formal enforcement action, including improvement notices and
prosecutions
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e
Rail Safety Directorate (RSD) - what do we do?

We regulate health and safety for the entire mainline rail network
in Britain, as well as London Underground, light rail, trams and the
heritage sector:

. provide health and safety guidance and conducting research to
promote continuous improvement

ORR Strategic Objective No 1:

. publish reports on the rail industry's health and safety

performance a Safer Railway

« carry out inspections to ensure that the train and freight
operating companies and Network Rail manage both passenger
and occupational health and safety risks appropriately

. investigate breaches of health and safety regulation on the
railways

- take informal and formal enforcement action, including
improvement notices and prosecutions
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A Safer Railway

We seek assurances across all the sectors we regulate by confirming that duty holders are m
controlling risk. We track these risks and overall health and safety performance using data, B e
industry risk modelling, and intelligence from our inspections, audits, and investigations. ete. Act 1974

This gives us a picture of the risk control and management maturity of each duty holder,
sector and the rail industry as a whole, and how they are changing over time.

ldentifying and prioritising significant risks helps us to focus our resources where we
can make the greatest impact on reducing risk. We structure our inspections, audits
and activities accordingly. =
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Use of data to support decision making on priorities

« RSD has access to lots of data, both internal -
and external:; SORTED

« RSSB data A m
+ RDG data ' = |

- RIDDOR data FRBALSEL

« Daily logs s -
 Inspection reports PRESENTED

« RM3 End of Year reports VISUALLY

« Complaints I I
 Investigations EXPLAINED

* Reality is we did not do much with any data in S

terms of intelligence and/or analysis
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Risk Assessment and Risk Ranking Process
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the line/animals and resulting in train derailment.

Poor boundary security measures (trespass / animals on line) or failure to maintain/implement suitable boundary measures leading to opportunity for objects on
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But there were problems
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Did not meet the needs of all users, and without confidence in the data or the process,
unsupported professional “judgement” usually won the day
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End result did not have confidence of anyone involved

» No clear link to any data or evidence source to Failure — slip of cutting/embankment 1 i
support priorities Failure — tunnel, bridge, culvert, station etc 2 t
« Changing definitions every year meant could S N |
not identify trends a 1
« Over-reliance on professional judgement as ay - flooding (ballast) 5 1
sole deciding factor SPAD 6 |
«  We were (sort of) confident we were (probably) mncl - 11
looking at the right topics (but could not prove Struck by train in depot (shunting) 8 1
it if qUGStiOﬂed) Track worker safety (struck by train on 9 l'
. ' ' running line)
. Wg nggded a clear aydlt trail to explain why we Electrical safety — workforce — 1
prioritized some topics over others
Signalling irregularities 10 ‘.‘
Bridge strike 12 tt
Train — striking other objects (e.g. trees) 13 t
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How did we deal with these multiple challenges?
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If at first
you do not

succeed...

» 2020 tried to improve existing RARR process and use a particular data set
(RIDDOR) to benchmark hazards and risks - FAILED, but senior leaders were
supportive and understanding

« 2021 started from complete scratch, changed name from RARR to Risk
Profiling

« worked with ORR Analysis Team to identify and better present data to
support decision making

« removed the complicated weightings

« Used an agreed list of hazard topics (linked to RSSB Safety Risk Model
(SRM) categories) to allow us to spot trends longer term

- after a lot of consultation with stakeholders to reassure them
professional judgement remained an important component - BETTER

« 2022 went to an outside contractor to build us a properly designed
process:

« Benchmarked against other regulators both in GB and internationally
« Keep it simple was the mantra
« Lots of engagement and identified RSD risk champions who sold it to

their colleagues
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Now have a “best in class” process for our risk profiling

The benchmarking process facilitates comparison of risk profiling initiatives

Transparency
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Inputs

Intelli@gence from:

* Inspections

* Investigations

* KA

* ROGS Certsfauth
= R55B

= RalB

* PESTEL analysis

= Emerging issues

* Horizon SCanning
= [rther

Figure 1: Risk Profiling Lifecycle
Plan — Do - Check - Act

strategic Plan

+ Risk Ascessment Risk Ranking
SRErCise
= Business Management System

= ROGS S-year assessmenl plans
* Inspection plan
* Projects

Dutpuls

Strategic Hisk
Chapters
Inspechions
Imvestigations
Enforcement action

Review J Revise

R
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Aims and objectives of new risk profiling exercise

A process that draws
from all of the
credible sources of
information
available to us:

Inspectors’ experience
Inspection findings

Safety reports

A tool that
facilitates the
methodical
assimilation of all
the factors above

A record of the
deliberation and
decisions made...

...and why
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Matrix 1: Total actual harm/ worst credible harm matrix — this forms the starting point for Matrix 2: Total industry performance trend/ industry exposure matrix — this forms the starting
determining the “inherent threat score” point for determining the “industry capability score”

Total Actual Harm (Annual)

Industry Performance Trend

T T
Range Ra nge Ra nge Range Range

0-01 01-1 1-10 10+ 10%+  0%-10% 0% 0%-10%  10%+

meunmm

: Severe injury or

disability hikely,

some potential for

Lost time or injury

Uik tial for
Moderate . « 3 Moderate m"f m small

4 ngk of fatality
required First aid required or
Negligible

Worst Credible Harm
Industry Exposure




Guide question Score Data Judgement |Commentary

Vs Malrx 1 1o determine threat level based on data. 5 Yes Yes Specialist Team Report, SHEP data, Chief Engineers Report

e i din 1?
s there a recent negative trend in total actual harm? 0 Yes Yes Specialist Team Report, SHEP data, Chief Engineers Report
Use Matrix 2 to determine how the main duty holder manages with respect to this
risk? 4 Yes Yes Medium as problems with delivering frain borne inspection
Are there any concerns about how easily the industry can influence control of this Impact of climate on track geomeiry, imminent modernising maintenance changes, industrial
hazard? 1 Yes Yes relations issues, concerns around key staff competence, track recording runs
Are there any concerns about the capability/maturity of the main duty holders
leadership with respect to this hazard? (informed by RM3) Chief engineers report, safety management systems not being implemented - competence

0 Mo Yes management and modernising maitenence

Are there any concerns about the effectiveness of the main duty holder S
systems with respect to this hazard? (informed by RM3) 1 Yas Yes  |Chief Engineers Report - modemnising maintenance and competence management
5 there a high expectation from society for this hazard to be managed? i No Ves

. - o i i T
5 there a parficular government interest in managing this hazard robusily? 1 No Yes

r T r r workfore i r i i I 7 , ll',"?
5 there particular union or workforce interest in managing this hazard robustly 1 No Yes
s there particular industry interest in managing this hazard robustly? 1 No Yes
Are tnere any concerns about ORK'S recent history of requiating this
inreat/hazard? 0 Mo Yes
Are there any concerns with RSD's particular ability to influsnce change in this
area effectively? 1 Mo Yes  |Impending staff changes may affect our capahility
Are there any concerns about ORR's particular ability to influence change in this
area effectively? 1 Mo Yes See above
Are there any concerns about ORR's understanding of the hazard and its
effects/mitigations? 0 Mo Yes

o -

Does ORR lack an enforceable legal duty in this area? 0 No Yes




ILLUSTRATIVE

Strong
The &im i§ 10 providé an overal
, Priority 2 q  Priority 1 Priority FOCUS sk map of key hazards
Potential breakdowns: We are confidentthe duty holdersare | The ORR e not confident that :
* By sector managing the particular hazard Wl holders are effectively managing the The mag s dynamic & changes
. WMWM however, other factors such as intemal B hazard, and other factors indicale this umﬂ on the resuls. of risk
workforce capability of societal expectationare B should be a strong focus. ORR o o
indhc ating this should be resourced ;j  dedicate lots of resource Three parameters
': = Industry capability
E Internal and axtérna
& factors
Pay particular attention to -~ Inherent Theoet
priority 3 risks — some still indusiry capabiity Itams ot e lop nght wil be
have a potentially high S ——
inherent threat and they are . L";:m“_:n;“;:ﬁm
m I
often overlooked. Should be Priority 3 Business as Usual We are not confident the duty holders appear in the lop hatf of the Map
reviewed at least once a year Confidence in hazard control are managing the particular hazard p—— -
(we do rﬁmm eflectiveness actiaty and however, other factors such as intemal A
risk m’} inspechons and knowledge base - capabilty or scCietal expectation are
requires less resource nol worrying. This should still be
il Inherent Hazard
Threat
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Mainline Risk Profiling - Train Accident
Hazard 10

Train Accident @~ nimals on the line PRIORITY 3 PRIORITY 1
(Infrastructure Asset Integrity)

Contaminated track - low adhesion and signalling failure
{Infrastru...
W{)rkf(} Ice .Critical train component Failure
(Infrastructure Asset Integrity)
Earthworks failure
. (Infrastructure Asset Integrity)
Passe nger and Public Major structure (2.g. viaduct) failure

(Infrastructure Asset Integrity)
@ Objects falling from structures/lineside equipment/ other trains in ...

Objects placed on the line

{Public Behaviour)

Civer speeding

(Train operations)

Road vehicle in the path of a level crossing — car driver
{Level Cros...

Road vehicle in the path of a train at level crossing — signalling
(L

S&T Wraong Side Failure

(Infrastructure Asset Integrity)

Signaller failure - human error

(Train operations)

Signalling system failure

(Infrastructure Asset Integrity)

Software failure - on train

(Rolling Stock asset integrity)

Track integrity lost

(Infrastructure Asset Integrity)

.Traip passinglat the end of its authority
(Train Operations)
P Unfit for work - safety critical workers .
(Workforce Health and Wel...
Vegetation on the line/ in swept envelope
0

Internal/External Pressure

=

. PRIORITY 2

2 4 6 8 10
Industry Capability

(Infrastructure Asset Int...

MNOTE: Hazards with the same risk ranking may not appear on main
graph. Use H. 1 Filter box below to view each hazard separately.

Hazard

All e




Benefits of
the new risk
profiling

exercise

Will ensure we have a transparent, accountable and
targeted decision-making process

« Can show what evidence is used to support decisions

Has the confidence of the users and was not “imposed”
top-down on them but instead developed in consultation
with them

It is ok to get it wrong, to take a risk - provided you learn
the lessons!

Sometimes keeping it simple is the way forward

« Reduced the number of hazard topics from several
hundred to about 40

Now have a properly designed, best in class risk profiling
process, which can be adapted to focus on needs of the
different sectors: Mainline, Heritage, Transport for
London, Trams and Light Rail
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