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Developing the Risk
Management System

in the field of traffic safety on the infrastructure of Russian Railways



Risk Management Objectives &Tasks

The risk management objective is to reduce existing risks and to
maintain them at an acceptable level.
Tasks:

To form the regulatory and methodological framework for risk management;

To distribute risk management powers and responsibilities between structural
subdivisions and management levels;

To regulate the risk management activities of employees and structural subdivisions;
To develop a risk register and update it regularly;

To identify, assess, monitor and review risks on a regular basis;

To develop and implement risk processing measures;

To develop and introduce procedures for risk monitoring and assessing the effectiveness of
risk management measures;

To develop and introduce procedures for keeping the management and stakeholders
informed about current risks.
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Key Risks For RZD Infrastructure
N
Current risk status (2" Previous risk status (1%

x Target risk status
quarter) quarter)

High
g - Transport incident risks
P41 - Rolling stock collision at rail sections or stations during
. operation or shunting for the following reasons:
Considerable
violation of equipment operation
acts of unlawful interference, man-made and natural disasters
Medium
P2 - Derailment of rolling stock at rail sections or stations during
operation or shunting for the following reasons:
vinlatinn of enliinment nneratinn

P1
potentiallv hazardous pbroducts

R

Probability (frequency)

— e

Low technology violations during equipment repair and
Low Medium Considerable High - Collision of rolling stock with road vehicles at railway level-

crossings for the following reasons:

Incident con n m
cident consequences (damage) Traffie riiles vinlations hy vehicle drivers
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Presentation of Risk Assessment Results
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"Event frequency

VERY RARE
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— frequency scale threshold levels; B _, B

basis of the set R
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NEGLIGIBLE

IMMATERIAL

MATERIAL

CRITICACL

"', Unit damage, ~

m=6 —number of frequency scale levels; n=4 — number of consequence scale levels (for even m and n, the box field is centrally symmetrical); A _, A
., B_ —consequence scale threshold levels; K — risk scale pitch ratio; R
. . 201 .. . . rm
The task pursued in constructing the risk matrix |s%o determine the numerical values of the threshold levels of the freq%eency and consequence scales on the
and available statistical data on the frequency and consequences of the undesirable (risk) event under consideration.
perm

— permissible risk leval. 2
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Risk Matrix Example
N

FREQUENT
EVENT

PROBABLE
EVENT

CHANCE EVENT

RARE EVENT

Event frequency, 1/year, x 10!

VERY RARE
EVENT

MUNLIKELY EVENT:

NEGLIGIBLE 1 IMMATERIAL MATERIAL CRITICAGL

Unit damage, thousand rubles, X 102

. A risk matrix for railway rolling stock crashes with one another, derailment during travel or manoeuvring, servicing or other movements
not resulting in crashes or accidents (the figure means the observation year: 0-2010 , 1-2011, etc.)

A

INTERNATIONAI
RAILWAY SAFETY COUNCIL 5




Comprehensive Management of Resources, Risks And Reliability at Life Cycle Stages
N

4

MANAGEMENT OF RESOURCES, RISKS AND RELIABILITY AT LIFE CYCLE STAGES (URRAN)

o ®» ® © 0 &9 o

DEPENDABILIT Process safety Environmental Robustness ECONOMY
A v Y w - impact
DURABILITY RELIABILITY AVAILABILITY MAINTAINABILITY | | |- hazardous failure rate

(ne - Mean time to Industrial safety

= Tamure TatE hazardous failure N,y - number of incidents and
A - failure rate of newly e
commissioned facility =GR MDD CY
A° - failure rate after Fire safety recovery
upgrade of facility iy - number of fires

IPyc: - actual average direct
lcosts of infrastructure facility
maintenance

Xiife - average life

o !
fo - prefailure rate - . Veny - @amount of |C, - robustness ratio |S - average man-hours of
Kow —physicalwear ||, 2 erage sevice time Ky~ T, - meant time to e imvestment required to | [payments and fines for maintenance
until failure (for not downtime recovery y negative environmental

effects LCC r - facility lifecycle cost

overhauled facilities) rate
upon replacement

X, - average service time
until failure (for
overhauled facilities) LCC e - facility lifecycle cost
,_reserve use rate lupon extension

¥

Xres - residual life Process safety

n - accident rate

PLANNIG

DEVELOPMENT INSTALLATION ||  OPERATION, MAINTENANCE AND REPAIR UPGRADE/OVERHAUL DISPOSAL MIN

RESULT ANALYSIS AND CORRECTION ACTIONS

INVESTMENT OPERATIONAL COSTS

. Comprehensive management of resources, risks and reliability at life cycle stages (URRAN) is based on a system of
A indicators of reliability, functional safety, durability and cost of the life cycle and a risk-orientated approach to
management decision-making.
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Structure of the Unified Corporate URRAN Platform

Economy unit
Operational costs and

Decision making support unit

URRAN SYSTEM

investments

(Unified corporate platform

UCP URRAN

URRAN)

ASUFR
! ‘@
ASU Invest

= Material flows management, inventory;

- Contract
execution;

making support for
axtension of dosign itetime | |
of T, S, € facamios

balance of

- Financial and economic analysis.
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The unified corporate URRAN platform -
comprehensive automated system
integrating the given automated information
systems on the basis of which indicators are
assessed as required for management of
resources, risks and reliability at facility life
cycle stages.



Risk Acceptance Criteria on The Basis of the ALARP Principle

Impermissible risk

The risk must be reduced
at any cost

10-5 a year *
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Risks permitted if costs
to reduce them are
2clearly disproportionate
to the benefits

e -

Risks permitted if the
;costs of reducing them
exceed the
improvement attained

om the angle of

t analysis

cost-benefi

Risk mitigation fi

Negligibly small risk

It is guaranteed that the

risks remain on this
level and might fall
subsequently

(a) ALARP on the basis of individual risk

1permissibi|ity criteria
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Number of fatal accidents (N)

(b) ALARP on the basis of the FN diagram for
social risk permissibility criteria

. The ALARP (As Low As Reasonably Practicable) principle presupposes actions to mitigate risks for negligible to unacceptable risks. According to the ALARP

principle, the acceptable risk level is that attainable for economically effective costs.
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Key Methods Used for Assessing Traffic Safety Risks

Method

Description

Pluses

Minuses

1. Process hazard analysis (PHA)

Determines the danger for the system and
identifies components for performing an FMEA.

Is the first necessary step

2. Failure mode and effects analysis (FMEA)

Considers all types of failure for each component.

Orientated on technical systems.

Easy to understand, standardised, self-consistent.
No mathematics required.

Considers non-hazardous failures, requires
considerable time, often does not take account of
combinations of failures and the human factor.

3. Failure mode, effects and criticality analysis
(FMECA)

Determines and classifies components for system
improvement

Well standardised, easy to understand and use. No
mathematics required.

Often does not take account of ergonomics,
failures with a common reason and interaction
between systems.

4. Failure tree analysis (FTA)

Starts with initiated event, then seeks
combinations of failures triggering it

Widely applicable, effective for describing the
interconnection between failures, orientated on
failures: allows system failure development paths
to be sought.

Big “failure trees” are difficult to understand, do
not coincide with usual patterns of how processes
occur and are mathematically ambiguous. The
method requires use of complex logics.

5. Event tree analysis (ETA)

Starts with initiated event, then considers
alternative sequences of events

Allows the main sequences and alternative results
of failures to be determined.

Not appropriate given parallel event sequence or
for detailed study.

6. Cause and effect tree analysis

Begins with a critical event and develops using a
“tree of effects” in direct sequence and a “tree of
causes” in reverse sequence.

Flexible and robust, provided with documentation,
well demonstrates the sequential chains of events

“Cause ad effect” diagrams are very big. They
have many of the shortcomings inherent in the
analysis methods using “trees”.
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Probability of a shunting locomotive driver passing through a stop signal

The probability of the event that a
shunting locomotive which drives past
a traffic light with a stop signal crashes
Into a passenger train that has not
violated safety rules is equal to

————)

|
P(B)=4,P, > =0,044-56-10" -% =28-107".
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Objectives and functions of the Automatic Shunting Locomotive Signalling

‘ASLSI sxstem

v To stop locomotives before stop signals;
v To control the operating speed of shunting locomotives according to a station’s technical instructions, including during sorting;_é/y

' v Occupational safety of station workers;
%’ v’ To record and log the work of locomotive and station devices as well as radio communication equipment.

[ Automated positioning of shunting locomotives ] GSMR/TETRA/DECT/VHF 160 MHz with handover

- Route assignment;
- Command to permit a train to pass a stop signal;
- Emergency locomotive stopping;

- Enclosure of work places;

- Temporary speed restrictions on sections.

- Service braking,
- Emergency braking if necessary.

Permissible

Technological radio connection

ASLS on-board hardware with automatic control of Permission and prohibition of
traction and target braking. shunting locomotive movement - ]
A AN Y (based on System of forced Formation of route assignments

Ao = e -

and measurement of a shunting
group’s length

braking shunting locomotive -
cnom)
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Basic Initial Parameters for Calculating the Probability

of a Collision Without ASLS
R

Probability of a shunting locomotive driver passing through a stop signal while

working without an assistant driver (“one-man drive”) Prnone)
Probability of a shunting locomotive driver passing through a stop signal while S
working with an assistant driver it
Probability of a shunting locomotive crew being manned by a driver and an b
assistant fwe
Probability of a passenger train passing through a stop signal o
p
Probability of a freight train passing through a stop signal
P

H

4 ;n k‘_—\
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RAILWAY SAFETY COUNCIL is required.

6,5-10*

55-10™*
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Additional Initial Parameters for Calculating the Probability of a Collision when

using the ASLS System

Probability of coupling with the subsequent movement of a shunting locomotive together with

railcars Pm 0.25
Probability of a station attendant failing to prevent a shunting locomotive driver from passing
through a stop signal in ‘release’ mode P, (s) 107
Probability of a shunting locomotive driver passing through a stop signal in ‘release’ mode
when the shunting locomotive is at the front of the train P, 4.107
Probability of a shunting locomotive driver passing through a stop signal in ‘release’ mode
when the shunting locomotive is at the back of the train P, 4.10°
Probability of a traffic safety violation by a shunting master e 4.10°°

Probability of a train passing through a stop signal when there are one or two
people in the cab also fluctuates and amounts to

P =0,9-10°° Proney =19-107°

m (two)
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Diagram of the Traffic Safety Risk Management Structure
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0.1;0.4

SURBD coordinators |

71,73

Directorate of

accidentand

restoration means
(DAVS)

The organisational traffic safety risk
management model establishes the functions
of risk management as linked to the levels of
corporate governance and organisational
structure of the company.

Responsibility for risks at the different
governance levels is borne by the risk owners.

Risk management is performed by those
responsible for the risk management process in
each structural subdivision.



CONCLUSIONS
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Implementation of the railway risk
management system will promote
functional safety of railway processes
and facilities to meet the requirements of
international, European and Russian
standards.

Functional safety management based on
risk assessment shall take into account
not only the number of adverse events
but also corresponding damages, which,
in correlation with the cost of safety
enhancement measures will allow to
make management decision that meet
the economic criteria.
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Thank you for your attention!
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